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Why should DNSSEC use ECDSA?
The goal of the Domain Name System Security Extensions (DNSSEC) is to improve the security of the 
DNS protocol. It adds two vital properties: authenticity and integrity. The digital signatures used to 
achieve this goal, however, make DNS messages much larger. The cause of this is the use of RSA as 
default signature algorithm. Because of this, DNSSEC suffers from two problems:

1) Packet fragmentation - fragmented DNS messages lead to availability and performance issues.
2) Amplification attacks - DNS can be abused in so-called amplification attacks; DNSSEC with RSA 

makes this much worse. Amplification factors for RSA-signed domains average around 50x.

ECDSA signatures and keys are much smaller than RSA signatures and keys. Thus, switching 
DNSSEC to ECDSA results in much smaller DNS messages as the figure from [1] below illustrates:

Datasets
To study the adoption of ECDSA in DNSSEC, we used data from the OpenINTEL project1. Our 
datasets, listed in the table below, cover around 50% of the global DNS namespace over 1.5 years.

We detect the use of ECDSA by looking at algorithm identifiers in DNSSEC-specific record types. 
The example below illustrates the record types and algorithm identifier.

example.com IN DS     31589 8 1 3490A6806D47F17A...
example.com IN DNSKEY 257 3 8   AwEAAZ0aqu1rJ6orJynrRfNpPmayJZoAx9Ic2...
example.com IN RRSIG  A     8 2 86400 20160925160202 20160904150942...

We distinguish between partial and full deployments of DNSSEC with ECDSA, the figure below 
explains the difference between the two:

1https://www.openintel.nl/

90%

92%

94%

96%

98%

100%

 256  512  1024  2048  4096

pe
rc

en
ta

ge
 o

f 
do

m
ai

ns

response size [bytes, log scale]

Ethernet MTU
(1500 bytes)

original
ecdsa384
ecdsa256

ecdsa256csk
eddsacsk

IPv6 minimum MTU
(1280 bytes)

classic DNS

Current situation, 
using RSA for 

digital signatures

ECDSA with 
‘classic’ DNSSEC 

policy (KSK + ZSK)

ECDSA with single 
key policy (CSK)

13-08-15 11:38

Page 1 of 2file:///Users/rijswijk/Documents/Overig/flamingo_logo.svg

13-08-15 11:41

Page 1 of 2file:///Users/rijswijk/Documents/Overig/DACS_logo_source/dacs_logo_source.svg

DACSDACS
Design and Analysis of
Communication Systems

DACSDACS
Design and Analysis of
Communication Systems

DS DNSKEY RRSIGsecure delegation

parent zone 
e.g. .com DNSSEC-signed domain

used to sign

partial deployment if only these records are present

full deployment if all of these records are present

Adoption in .com, .net and .org
Adoption over time

CloudFlare
The majority of domains that are signed using ECDSA in .com, .net and .org are operated by 
CloudFlare, a company that offers DDoS Protection Services. They offer DNSSEC signing as 
part of their service since November 2015. We analysed whether it is mostly existing 
customers or new customers that enable DNSSEC (left), and what percentage of domains for 
which CloudFlare is the DNS operator have been signed (right).

Adoption in ccTLDs
.nl

The .nl ccTLD has the highest number of DNSSEC-signed domains in the world, with over 
2.5M signed domains (45% of the 5.7M names). The vast majority of these use RSA, with only 
0.08% of domains using ECDSA. Also, the .nl ccTLD did not support secure delegations with 
ECDSA before March 2016. Interestingly, .nl is the only TLD where the majority of domains 
signed with ECDSA are not operated by CloudFlare. This is probably due to the popularity of 
PowerDNS. This DNS implementation uses ECDSA by default since version 4.0 (July 2016).

.se .nu .ca
1.38M
domains

49.1%
signed

0.30M
domains

23.8%
signed

2.45M
domains

0.01%
signed

≤0.04%
use ECDSA

≤0.05%
use ECDSA

partial RSA / ECDSAfull RSA / ECDSA

validation load for Unbound (source [2])

validation load for BIND (source [2])

Current use

Dataset# TLD start date end date #domains† #signed† (%†)

1
.com

Mar. 1, 2015 Aug. 31, 2016
127.0M 0.58M (0.46%)

.net 15.6M 0.10M (0.64%)

.org 10.8M 0.07M (0.67%)
2 .nl Feb. 9, 2016 Aug. 31, 2016 5.6M 2.54M (44.95%)
3 .gov August 31, 2016 1151 1023 (88.88%)

†on August 31, 2016

TABLE I
DATASETS

Based on these records, we identify two levels of adoption:
• Full deployment – there are signatures (RRSIG records),

keys (DNSKEY records) and a secure delegation (DS
record(s)) for one or more ECC algorithms.

• Partial deployment – there are signatures and possibly
keys for one or more ECC algorithms, but no secure
delegation (DS record(s)).

B. Datasets

The data used for this study comes from a large-scale active
DNS measurement platform [12]3. Table I shows which data
we used from this platform. The datasets used cover around
50% of the global DNS namespace. The first dataset was
selected because it covers the longest time period, and includes
the point in time when the statistics for [6] were collected
(which show virtually no adoption of ECDSA). The second
dataset covers the .nl ccTLD. This ccTLD has the largest
DNSSEC deployment worldwide, and enabled support for
ECDSA secure delegations only recently (on Mar. 1, 2016).
The third dataset is a one-day snapshot of the .gov TLD
reserved for US Government use. The snapshot is based on a
publicly available list of .gov domains [13]. Studying .gov

is of interest as DNSSEC-signing is mandatory and there
are specific guidelines that recommend a switch to ECDSA
signing by 2015 [4].

III. RESULTS

A. Adoption of ECDSA in .com, .net and .org

First, we look at adoption of ECDSA in .com, .net and
.org. These TLDs supported secure delegations for domains
signed using ECDSA P-256 and P-384 over the entire period
covered by the dataset. From here on, the analysis exclusively
focuses on ECDSA P-256, as adoption of ECDSA P-384 is
negligible4 (< 0.01%). Figure 1 shows adoption of ECDSA
P-256 from October 1, 2015 until the end of the dataset.
Adoption of ECDSA P-256 is virtually non-existent until
November 10, 2015, when CloudFlare introduces its DNSSEC
service [9]. Until April 2016, the use of ECDSA P-256
for DNSSEC-signed domains is almost exclusively limited
to domains that use CloudFlare’s DNSSEC service. From
early April, however, this changes as the first domains using
ECDSA P-256 not operated by CloudFlare start appearing (the
distinction is shown using darker and lighter colours, as the

3http://www.openintel.nl/
4While ECDSA P-384 is cryptographically stronger, there is not much

incentive to use it over ECDSA P-256. Recommendations in [4], [5] indicate
that ECDSA P-256 is sufficiently strong for 30+ year use. And as [6]
illustrates, gains in reduction of amplification are far less for ECDSA P-384.

Fig. 1. ECDSA P-256 adoption in .com, .net and .org

legend shows). Almost all of these domains are operated by
one company (a media venture).

A second observation, that stands out, is that there are a
significant number of partial deployments of DNSSEC with
ECDSA P-256. Section II-A defined a partial deployment
as having signatures and keys, but no secure delegation.
Effectively, this means that the domain is DNSSEC-signed,
but that the signatures cannot be validated by DNS resolvers,
as no chain of trust exists. Conversely, almost 39% of signed
domains that use ECDSA P-256 in the .com TLD cannot
be validated at present (for .net this is also almost 39%,
for .org it is almost 42%). While this is not an operational
problem (DNS resolution for these domains will still function
correctly), it does signal a potential barrier to adoption. The
cause of this problem is the way in which secure delegations
are currently created in the DNS. While DNSSEC signing
can be done independently by a DNS operator, the creation
of a secure delegation has to go through the so-called RRR
(Registrant, Registrar, Registry) channel, which is primarily
used for domain-name registration. This has two implications.
First, registrants (domain name owners) need to request a
secure delegation through their domain name registrar if they
or their DNS operator signs a domain. Second, registrars need
to support the creation of secure delegations for domains
signed using ECDSA P-256. If either one of these conditions
is not fulfilled, then deployment can only be partial. DNS
and TLD registry operators recognise the existence of this
problem. RFC 7344 [14] provides a technical means to signal
information for the creation and maintenance of secure delega-
tions directly through the DNS, and several parties, including
CloudFlare and the ccTLD registry operator for .ca (CIRA),
currently have an active Internet draft describing a means to
bootstrap the creation of secure delegations [15].

While this problem clearly is a barrier to deployment of
ECDSA P-256 for DNSSEC signing, it also exists for other
DNSSEC algorithms. Figure 2 shows the adoption state of two
variants of RSA signing over the full 18-month dataset. The
figure shows that while deployments for one of these (RSA-
SHA1-NSEC3, left-hand side of the figure) are almost entirely
full deployments, for the other one (RSA-SHA256-NSEC3)
partial deployments outnumber full deployments for all three

Other adoption considerations
In other work [1,2] we have argued for the adoption of elliptic curve
cryptography for DNSSEC. Apart from the hurdles discussed in
our paper, there are other issues that operators need to be aware of.
First, DNS resolvers need to support signature validation of ECC 
algorithms. Recent work by APNIC (Huston & Michaelson) shows
that around 82% of validating DNS resolvers support ECDSA.

Second, validation of elliptic curve digital signatures is significantly
slower than validation of RSA signatures. Thus, adoption of ECC
may push load to validating DNS resolvers. As these figures from
[2] show, however, this load is manageable for validating resolvers.
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Hurdles
As the figure for adoption over time shows, there are many partial deployments. This is due to 
registrars not supporting creation of secure delegations for domains signed using ECDSA, 
but also because domain owners forget to create a secure delegation. These issues also occur 
for other algorithms, as the figure below shows.
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